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About
This document describes configuration of IceWarp SMS Server with a remote HTTP gateway provided by Clickatel, a bulk SMS provider.
General

IceWarp Server is using special kinds of SMS messages for SyncML Push technology that were not working with remote HTTP gateways: 
· Configuration messages according to OTA (over-the-air) or OMA standards
· Push notification messages compliant to SyncML 1.1 or OMA DS 1.2 standards

These are binary (8-bit) messages which need to be passed in a special way for the Clickatel HTTP gateway to accept them. In addition, configuration messages can span mutliple SMS (only 140 bytes of payload are available) which required fixes to the IceWarp SMS Server engine.
Compatibility
Support for binary and long binary messages is officially available since IceWarp Server 9.4.0 and the preceding beta versions.
For older IceWarp Server versions, Clickatel HTTP gateway works for short text messages (up to 160 characters). By adding an optional paramater the older version can be made to work for long (concatenated/spanned) SMS text messages as well.

SMS Server Changelog
[+] 2008-10-27 SMS Gateway - HTTP Gateway - Clickatel support tested, use "%udh;hex;len%"

Special way of construction of the UDH parameter for remote Clickatel gateway.


[+] 2008-10-27 SMS Gateway - HTTP Gateway, new %parts% parameter support added, lets you specify the number of messages in total, variable parameters supported: %number%, %data%, %udh%, %binary%, %pid%, %dcs%, %sender%, %parts%

%parts parameter returns the number of standard messages or message chunks (with length 160 in case of text, 140 in case of binary message) a long/concatenated message will be divided to. Used by Clickatel, but can be handy for other remote gateways or in special situations.

[+] 2008-10-27 SMS Gateway - HTTP Gateway, UDH - new attribute param added ";len" adds length character to any variable, usually used for UDH, eg. %udh;len;hex%, by default UDH is base64 without length prefix

;len attribute puts the length of the parameter value to the beginning of the parameter, as required for proper UDH handling by Clickatel gateway. It can be used for any parameter such as %body;len%.

[*] 2008-10-27 SMS Class - UDH SAR parsing updated
Addresses compatibility with long/concatenated binary messages and a general HTTP gateway, ensuring proper UDH construction in case a HTTP gateway is selected to send the binary message.

Prerequisities

· IceWarp Server 9.4.0 (2008-10-27) or higher
· Account registered at www.clickatel.com and charged with sufficient credit

· Login credentials to your Clickatel account: username, password
· API_ID created in your Clickatel account

API_ID is NOT your Clickatel account Client ID. Prior to using HTTP requests for sending messages via Clickatel, you need to create the API_ID:

1. Login to your Clicaktel account at https://www.clickatell.com/login.php
2. Select Clickatell Central (API) at the login page and enter your credentials as received in your account activation email and password.

[image: image2.png]Existing Clickatell account holders can selecttheir product and login below. Note, usemarme &
password ars CASE sensitive.

Select Product: Clickstall Cantral (AP1)

Username: [dim @
Cilento:[FMI303

Password: [ Lost password?

(_tosinJ





3. Select Manage My Product from the top menu.

4. Lookup HTTP/S line in the Help Information box and click Add Connection.

[image: image3.png]Help Information

Below you will it a cick overview of each conection type. A1so take & ook at & comparison of Cicketell
cteway festures and supported messane types

HITPIS: Our most papular cornection, HTTP is ane of the sinpler farms of commuricating to the Clickstell AP1. tis
Lused in the form of & HTTPAnteret Post. Add connection




5. In the HTTP API dialog you need to provide a descriptive name for the connection only.

- IP Lock Down limits the sending machine to the server‘s IP address

- Dial Prefix limits the message recepient to selected country

- Callback Type should be set to HTTP GET

- Callback URL is not supported and can be left blank
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6. When done, you will find the new connection created in Manage My Products - My Connections list and also on the homepage (Central Home) under API Connections. Note the API_ID.

Configuration of Binary/Text Message Gateway
In IceWarp Server Administration GUI, create a new HTTP gateway

· access SMS Server node

· click Add.. button
· use e.g. "Clickatel Binary" as gateway ID to differentiate it from other settings
· select Type: HTTP Request

· enter the HTTP request URL to Device field

http://api.clickatell.com/http/sendmsg?user=youruser&password=pass&api_id=21230780&to=%number%&data=%data%&concat=%parts%
The above is for text messages. If you want to send binary messages, useful for SyncML/GroupWare, use:

http://api.clickatell.com/http/sendmsg?user=XXX&password=XXX&api_id=XXX&to=%number%&udh=%udh;len;hex%&data=%data;hex%&concat=%parts%
· change XXX for the actual username, password and api_id

· enter any comments to Description field
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If you have multiple gateways, you will need to select this gateway in all SyncML SMS Push related settings dialogs, it's identified by its ID name.
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Advanced Use
You can use the same gateway also for text messages, the hex encoding won’t be applied..
You can configure multiple gateways with the same Clickatel account and API_ID with a different URL Post request.

Optionally you can set the Clickatel &concat=n parameter to a preset number so that a long message cannot span more than this number of messages- longer SMS will be rejected and not sent.

Beside the remote gateway parameters there is a distinct set of parameters internal to IceWarp SMS Server that are used to process the message internally before passing it to a remote or locally  connected gateway. They can be used either as part of the URL call to a remote IceWarp gateway as below, or in the sms: account prefix after the "?" delimiter.

/sms/?number=&data=&binary=&udh=&pid=&dcs=&user=&pass=&maxmsgs=&sender=&authenticated=&reply=&id=

Most important would be the maxmsgs=n parameter which allows you to control the maximum number of messages a long message can consist of. A message which exceeds this number of message parts will be truncated. If this parameter is not specified, the message will be truncated to 3 message parts of 160 bytes each.
Another application of SMS gateway is for new email notifications- information about the arrived email (subject, sender, size of the body) that will be included in the SMS can be fully customized using the Notification account type.

Load-balancing
A gateway can be load-balanced with another gateway or external modem, and routing preferences configured using SMS Service – Outgoing Messages rules. Gateways have their IDs that you can use to send sms through a specific ID (id= parameter) or load-balanced automatically to any available gateway if not specified.

Message To: header contains the destination number + "@" and the ID of the destination gateway ID, if gateway is not specified the 2nd part with "@" is missing- you can use Edit Message Header function to rewrite and specify the gateway ID.  RegEx replace is recommended for this purpose.

You can check if the outgoing SMS is already going through a specific gateway and if not, based on the number prefix route it to a specific gateway (using the Edit Message Headers and the new RegEx Rewrite). 

Also any content filter like actions are supported, you can forward SMS to email addresses based on rules criteria and any other scenario, you can even use the Forward To action to send an email back to the SMS gateway if required. To check if @ is present use "(.?[\d]*)(?!@)"
Troubleshooting
Delivery Reports
Delivery reports can be found in the web interface to your Clickatel account – Message Reports menu. Easiest access is via Last 10 Messages in the left menu.

Correct status is "Received by recepient" without further errors, also the charge can be helpful - each part of a long message is charged as one message, so a two-part message will be charged like two message and so on.

SMS Server Log
First enable the SMS Server logging in System – Logging. Then observe the logs under Logs – Service: SMS and/or Sync Push.
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